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This listing of claims will replace all prior versions, 
and listings, of claims in the application: 

Claim 1 (canceled) 



Claim 2 (currently amended): The method of claim [[ill 

2 18. further comprising: 

3 [ [<£f ] 1 ~ maintaining^usinq the first node^ a first 
timer for tracking a send time interval, wherein the 
[ [a-eto] ] act of [ [co m po sing the aggrc nn f c d mcooag n 
e*«i} ] sending the aggregated message [ [a*e] ] is 
performed after expiration of the first timer; and 
[[e-m z restarting, using the first node, the first 



1 



8 



9 timer after the aggregated message is sent. 

1 Claim 3 (previously presented) s The computer-implemented 

2 method of claim 2 wherein the aggregated message further 

3 includes a dead time interval, and wherein the send time 

4 interval is less than the dead time interval. 

1 Claim 4 (previously presented) : The computer-implemented 

2 method of claim 2 wherein the aggregated message further 

3 includes a dead time interval, and wherein the send time 

4 interval is no more than one third of the dead time 

5 interval. 

1 Claim 5 (previously presented) : The computer-implemented 

2 method of claim 2 wherein the send time interval is less 

3 than one second. 



2 
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1 Claim 6 (previously presented) : The computer-implemented 

2 method of claim 2 wherein the send time interval is less 



2 

3 than 100 msec 

1 Claim 7 (currently amended) : The computer-implemented 

2 method of claim [[i]] 18 wherein the aggregated message 

3 further includes a dead time interval. 

1 Claim 8 (currently amended) : The computer-implemented 

2 method of claim [ til 1 18 wherein the act of sending the 

3 aggregated message includes providing the aggregated 

4 message in an Internet protocol packet. 

1 Claim 9 (currently amended) : The computer-implemented 

2 method of claim 8 wherein the aggregated message is sent 

3 [[Lu wgj L do the n e ighbor n nrto].] by setting a destination 

4 address in the Internet protocol packet to a multicast 

5 address associated with routers that support aggregated 

6 interface forwarding liveness. 

Claim 10 (canceled) 

1 Claim 11 (currently amended) : For use with a node, a 

2 computer-implemented method comprising: 

3 ~ a) receiving, using the node, an aggregated message 

4 including^ [ [if ] ] for * fj rat set of at least_two 

5 different interfaces of a neigh bor node, at least 

6 two indicators, each indicator identifying a 

7 different one of the at least two different 

8 interfaces of [ [a] ] the neighbor node and 

9 corresponding forwarding liveness status information 
10 for each of the at least two different interfaces of 
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H the first set of the at least_ tw o difterenr 

12 interfaces as data within the aggregated message [ [ T 

13 

14 ier) a time interval -] ] ; and 

15 b) updating, using the node, neighbor node 

16 forwarding liveness status information using the 

17 aggregated message, 

18 wherein the forwarding liveness status 

19 information includes an integrity and correct 

20 operation of a forwarding table of the neighbor 

21 node , and 

22 wherein the a ct of updating neighbor_node 

23 forwarding livenes_s, status information include s 

2 4 ~ j) determining bv the nod., whe ther the first 

25 get of at least two diff erent interfaces is the 

2 6 *™« as a seco nd set of at least two^different 

27 interfaces of the neighb or node included in an 

28 earlier message, 

2 9 jj) if the first set of at least two different 

30 interfaces is determined to be the same as the 

31 second set of at least two diff erent 

32 interfaces, then for each of the at least two 

33 different interfaces of hot" the first and 

34 .^cond sets having a changed stat us, informing 

35 b y the node, * local int -^*^ of the changed 
• 36 status of its peer inter face of the neighbor 

37 node, and 

3g iii) if the first set of at least two 

39 different interfaces is determined to be 

40 different from the seco nd set of at least two 

41 different interfaces, then 



4 
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42 
43 

44 

45 

46 

47 

48 

49 

50 



a \ for any interface i n the first set but 
not in the se co nd set, inform ing, by_the 
node, a loc«l interface of t he status 
indicated in t he_aagregated_ message of its 
peer interface of th e neighbor node, and 
B) for any interface in the second_set 
hut not in th e first se ^ - informing, by 
thurj^L 1 ^ 1 interface that_the 
status of its peer i nterface of the 



51 neighbor node is down. 



Claim 12 (currently amended) : The computer-implemented 
method of claim 11 wher ei n the aggregated message fur ther 
^^^^ wherein the act of updating 

4 neighbor node liveness status information further 

5 includes 

[[if]] =. setting a first timer to the time 
interval and starting the first timer, 
[[ li) ]] - if the first timer expires, setting a 
status of each of the at least two different 
interfaces of the neighbor node to down; and 
[t iii) ]] : if a further message, sourced from 
12 the neighbor node, and including 

n A ) for a third set of at least two 

different interfaces, at least two 
indicators, each indicator identifying a 
different one of the at least two 
different interfaces of the neighbor node 
and corresponding forwarding liveness 
status information for each of the 
interfaces of the third set , and 
2j B) a new time interval, 



6 
7 
8 
9 
10 
11 



14 
15 
16 
17 
18 
19 
20 
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22 
23 

24 timer 



is received then, resetting the first timer to 
the new time interval and restarting the first 



1 Claim 13 (previously presented) : The 

computer-implemented method of claim 12 wherein each of 
the time interval and the new time interval is less than 



2 
3 

4 one second. 



1 Claim 14 (previously presented) : The 

2 computer-implemented method of claim 11 wherein the 

3 forwarding liveness status information is interface 

4 forwarding liveness status information. 



1 Claim 15 (previously presented) : The 

2 computer- implemented method of claim 11 wherein the. 

3 status information includes a forwarding liveness state 

4 selected from a group of forwarding liveness states 

5 consisting of (A) interface up, (B) interface down, (C) 

6 interface monitor not reporting, and (D) forwarding 

7 engine restarting. 

1 Claim 16 (previously presented) : The 

2 computer-implemented method of claim 11 wherein the 
forwarding liveness status information further includes 
at least one of (i) the integrity and correct operation 
of switch fabric, (ii) the integrity and correct 
operation of a forwarding lookup engine, (iii) the 
integrity and correct operation of a traffic scheduler, 
(i v) the integrity and correct operation of a traffic 
classifier, (v) the integrity and correct operation of 
buffers in the data plane, (vi) the integrity and correct 



3 
4 
5 
6 
7 
8 
9 
10 
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11 operation of packet segmentation modules, (vii) the 

12 integrity and correct operation of packet reassembly 

13 modules, (viii) the integrity and correct operation of 

14 packet re-sequencing modules, (ix) whether or not a node 
,5 is restarting, (x> whether or not the forwarding plane xs 

16 congested, or Cxi) the integrity and correct operation of 

17 fragmentation modules. 

Claim 17 (currently amended) : The computer-implemented 
method of claim 11 wherein the forwarding liveness status 
information further includes at least one of (i) bit 
error rate at a link interface, and (ii) clock 
5 synchronization at a link interface. 



1 

2 
3 
4 



1 Claim 18 (currently amended) : A computer-implemented 

2 method for monitoring interface forwarding liveness, the 

3 method comprising: 

4 a) determining, at a first node, forwarding 

5 liveness status information for a first set of at 

6 least two different interfaces of the first node; 

7 b) sending, from the first node, an aggregated 

8 message including, for the first jet_of_aUeast_two 
deferent interfaces, at least two indicators, each 
indicator identifying a different one of at least 
two different interfaces and the corresponding 
determined status information for the at least two 
different interfaces as data within the aggregated 

14 message; 

15 c) receiving, at the second node, the aggregated 

16 message; and 



9 
10 
11 
12 
13 



7 
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17 
18 
19 
20 
21 
22 



25 

26 

27 

28 

29 

30 



32 

33 

34 

35 

36 

37 

38 

39 

40 

41 

42 

43 

44 

45 

46 

47 

48 



d) updating, by the second node, first node 
forwarding liveness status information using the 

aggregated message, 

wherein the forwarding liveness status 
information includes an integrity and correct 
operation of a forwarding table of the first node^ 

23 and 

24 wherein the act of updating first node 
fording liveness status_inf ormat ion ^Includes 

i) determ inin g, by t h » second node, whether 
the first set of at least two different 
interfaces of the fir st node is the same as a 
second set of at least two dif f erent_interfaces 
nf t-.he first node include d in an earlier 

31 message, 

jj) if the fi rst set of at least, two different 
interfaces is determined_to_bg_ the same as the 
second set of at least two different 
interfaces, i-h«n for each of the at least two 
different inter f_ac e^f^h_thg^irst_^ 
second sets h aying a changed status, informing, 
by the second node, a_J ^cal^ntgrface_of^he 
changed sta tus of its peer interface of the 

first node, and 

if the first s et of at least two 
^ffor^nt interfaces is determined to be 
different from the sec ond get of at least two 
different interfa ces,- then 

for any interf ag^ jjl_the_fir st set but 
not-, in the se c ond set, informing, by the 
.Pnnnd node, a locaj^terface_o^the 
status indicated in the aggregated message 
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49 

50 and 



of its peer interface of the first node,. 



51 

52 
53 
54 
55 

1 
2 
3 
4 



8 

9 

10 
11 
12 
13 
14 
15 
16 
17 
18 



B) for any interface in the second set 
but not in the first set, informing, by 
the second node, a lo cal interface that 
the_status nf its peer interface of the 
first node is down. 



Claim 19 (currently amended) : The computer-implemented 
method of claim 18 wherein the aggregated message further 
includes a dead interval, and wherein the act of updating 
first node forwarding liveness status information further 

5 includes 

6 - setting a timer to the dead interval; 

7 [ [.jj) ] ) - starting the timer; 
[ [iii)-] ] - determining whether or not a further 
message including forwarding liveness status 
information is received from the first node 
before the expiration of the timer; and 

- if it is determined that a further 
message including forwarding liveness status 
information is not received from the first node 
by the second node before the expiration of the 
timer, then informing the second node that the 
at least two different interfaces of the first 
node are down. 



1 Claim 20 (previously presented) : The 

2 computer-implemented method of claim 18 wherein the 

3 status information includes a forwarding liveness state 

4 selected from a group of forwarding liveness states 

5 consisting of (A) interface up, (B) interface down, (O 



9 
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6 interface monitor not reporting, and (D) forwarding 

7 engine restarting. 

1 Claim 21 (previously presented) : The 

2 computer-implemented method of claim 18 wherein the 

3 forwarding liveness status information further includes 

4 at least one of (i) the integrity and correct operation 

5 of switch fabric, (ii) the integrity and correct 

6 operation of a forwarding lookup engine, (iii) the 

7 integrity and correct operation of a traffic scheduler, 

8 (iv) the integrity and correct operation of a traffic 

9 classifier, <v) the integrity and correct operation of 

10 buffers in the data plane, (vi) the integrity and correct 

11 operation of packet segmentation modules, (vii) the 

12 integrity and correct operation of packet reassembly 

13 modules, (viii) the. integrity and correct operation of 

14 packet re-sequencing modules, (ix) whether or not a node 

15 is restarting, (x) whether or not the forwarding plane is 

16 congested, or (xi) the integrity and correct operation of 

17 fragmentation modules. 

1 Claim 22 (previously presented) : The 

computer-implemented method of claim 18 wherein the 
forwarding liveness status information includes at least 
one of (i) bit error rate at a link interface, and (ii) 
5 clock synchronization at a link interface. 



2 
3 
4 



Claims 23-29 (canceled) 

1 Claim 30 (currently amended) : The apparatus of claim 

2 [ ] _46 further comprising: 



10 
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3 
4 
5 
6 
7 
8 

9 and 
10 



[ [i^-] ] - maintaining a first timer for 
tracking a send time interval, wherein the act 
of [[comp osing Li n aggr o gnt o d mccm r jn n nrt ] ] 
sending the aggregated message composes 
[ [ee^peee] ] and sends [ [eend] ] the aggregated 
message after expiration of the first timer; 



[[=**]] - restarting the first timer after the 
n aggregated message is sent. 

1 Claim 31 (previously presented) : The apparatus of claim 

2 30 wherein the aggregated message further includes a dead 

3 time interval, and wherein the send time interval is less 

4 than the dead time interval. 

1 Claim 32 (previously presented) : The apparatus, of claim 

2 30 wherein the aggregated message further includes a dead 

3 time interval, and wherein the send time interval is no 

4 more than one third of the dead time interval. 

1 Claim 33 (previously presented) : The apparatus of claim 

2 30 wherein the send time interval is less than one 

3 second. 

1 Claim 34 (previously presented): The apparatus of claim 

2 30 wherein the send time interval is less than 100 msec. 



1 Claim 35 (currently amended) : The apparatus of claim 

2 [ [W ] 46 wherein the aggregated message further includes 

3 a dead time interval. 



ll 
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1 Claim 36 (currently amended) : The apparatus of claim 

2 [ [5*1 ] 46 wherein the act of sending the aggregated 

3 message includes providing the aggregated message in an 

4 Internet protocol packet. 

1 Claim 37 , (previously presented) : The apparatus of claim 

2 36 wherein the act of sending the aggregated message 

3 includes setting a destination address in the Internet 

4 protocol packet to a multicast address associated with 

5 routers that support interface forwarding liveness. 

Claim 38 (canceled) 

1 Claim 39 (currently amended) : [ [ r u r uoc with a node, 

2 apparatus ] ] Apparatus comprising: 

3 a) one or more processors; 

4 b) at least one input device; and 

5 c) one or more storage devices storing 

6 processor-executable instructions which, when 

7 executed by one or more processors, perform a method 

8 of: 

9 i) receiving an aggregated message including^ 

10 [[AH1 for a first set of at least two diff erent 

11 interfaces of a neighbor node, at least two 

12 indicators, each indicator identifying a different 

13 one of the at least two different interfaces of 

14 [ [a] ] the neighbor node and corresponding forwarding 

15 liveness status information for the at least two 

16 different interfaces of the fir st set of the at 

17 least two different interfaces as data within the 

18 aggregated message [ [7—and 

j9 [ [©9 a time interval ] ] ; and 

12 
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20 
21 
22 

23 
24 
25 
26 

27 Al- 



ii) updating neighbor node forwarding liveness 
status information using the aggregated message, 
wherein the forwarding liveness status information 
includes an integrity and correct operation of a 
forwarding table of the neighbor node , and 

wherein the act of updating neighbo r node 
forwarding liveness stat us information includes 

determining, by the node, whether the 
first set of at least two d ifferent 
interfaces is the same as a s econd set of 
at least two different interf aces of the 
neighbor node included in an earlier 

32 message, 

33 B) if the first set of at least two 

different interface s is determined to be 
the same as the second set of at least two 
different interfaces, then fo r each of the 
at least two different interf aces of both 
the first and second sets hav ing a changed 
status, informing, by the node, a local 
interface of the changed status of its 
peer interface of th e neighbor node, and 



28 
29 
30 
31 



34 
35 
36 
37 
38 
39 
40 
41 

42 91 



43 
44 
45 
46 
47 
48 
49 
50 
51 



if the first set of at least two 



different interfaces is de termined to be 
different from the second set of at least 
two different interfaces, then 

1) for any interface in the first 
set but not in the second set, 
informing, by the no de, a local 
interface of the status indicated in 
the aggregated message of i ts peer 
interface of the neighbor node, and 



13 
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5 2 2) for any interface in the second 

53 set but not in the first set, 

54 informing, by the node, a local 

55 interface that the status o f its peer 

56 interface of the neighbor node is 

57 down . 

1 Claim 40 (currently amended): The apparatus of claim 39 

2 wherein the aggregated message further includes a time 

3 interval and wherein the act of updating neighbor node 

4 liveness status information further includes 

5 [[Af]] - setting a first timer to the time 

6 interval and starting the first timer, 

7 [ ] - setting a status of each of the 
g at least two different interfaces of the 
9 neighbor. node to down if the first timer 

10 expires; and 

n [[Gf]] - if a further message, sourced 

12 from the neighbor node, and including 

13 1) for a third. set of at least two 

14 different interfaces , at least two 
^5 indicators, each indicator 

16 identifying a different one of the at 

17 least two different interfaces of the 

18 neighbor node and corresponding 

19 forwarding liveness status 

20 information for each of the 

21 interfaces of the third set , and 

22 2) a new time interval, 

23 is received, resetting the first timer to 

2 4 the new time interval and restarting the 

25 first timer. 

14 
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1 Claim 41 (previously presented) : The apparatus of claim 

2 39 wherein each of the time interval and the new time 

3 interval is less than one second. 

1 Claim 42 (previously presented) : The apparatus of claim 

2 39 wherein the forwarding liveness status information is 

3 interface forwarding liveness status information. 

1 Claim 43 (previously presented): The apparatus of claim 

2 39 wherein the status information includes a forwarding 

3 liveness state selected from a group of forwarding 

4 liveness states consisting of (A) interface up, (B) 

5 interface down, (C) interface monitor not reporting, and 

6 (D) forwarding engine restarting. 

1 Claim 44 (previously presented): .The apparatus of claim 

2 39 wherein the forwarding liveness status information 

3 further includes at least one of (i) the integrity and 

4 correct operation of switch fabric, (ii) the integrity 

5 and correct operation of a forwarding lookup engine, 

6 (iii) the integrity and correct operation of a traffic 

7 scheduler, (iv) the integrity and correct operation of a 

8 traffic classifier, (v) the integrity and correct 

9 operation of buffers in the data plane, (vi) the 
integrity and correct operation of packet segmentation 
modules, (vii) the integrity and correct operation of 

12 packet reassembly modules, (viii) the integrity and 

13 correct operation of packet re-sequencing modules, (ix) 

14 whether or not a node is restarting, (x) whether or not 

15 the forwarding plane is congested, or (xi) the integrity 

16 and correct operation of fragmentation modules. 



10 
11 



15 
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1 Claim 45 (currently amended): The apparatus of claim ^ 

2 wherein the forwarding liveness status information 

3 further includes at least one of (i) bit error rate at a 

4 link interface, and (ii) clock synchronization at a link 

5 interface. 

1 Claim 46 (currently amended): A system comprising: 

2 a) a first node including 

3 i) one or more processors; 

4 ii) at least one input device; and 

5 iii) one or more storage devices storing 

6 processor-executable instructions which, when 

7 executed by one or more processors, perform a 

8 method of: 

9 A) determining, at [[a]] the first node, 
10 forwarding liveness status information for 
n a first set of at least two different 

12 interfaces of the first node , and 

13 b) sending, from the first node, an 

14 aggregated message including, for the 

15 first set of at least two different 

16 interfaces, at least two indicators, each 

17 indicator identifying a different one of 

18 at least two different interfaces and the 

19 corresponding determined status 

20 information for the at least two different 

21 interfaces as data within the aggregated 

22 message, 

23 wherein the forwarding liveness 

24 status information includes an integrity 

2 5 and correct operation of a forwarding 

26 table of the first node; and 

16 
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27 b) . a second node including 

28 i) one or more processors ; 

29 ii) at least one input device; and 

30 iii) one or more storage devices storing 

31 processor-executable instructions which, when 

32 executed by one or more processors, perform a 

33 method of: 

34 A) receiving , at the second node, the 

35 aggregated message sent by t he first node, 

36 and 

37 B) updating first node forwarding 

3 g liveness status information using the 

39 aggregated message, 

40 wherein the act of updat ing first 

41 node forwarding liveness status 

42 information includes 

43 1) determining, by the second node, 

44 whether the first set of at least two 

45 different interfaces is the same as a 

46 second set of at least two different. 

47 interfaces of the first no de included 

48 in an earlier message, 

49 2) if the first set of at least two 

50 different interfaces is de termined to 

51 be the same as the second set of at 

52 least two different interfaces, then 

53 for each of the at least two 

54 different interfaces of both the 

55 first and second sets having a 

56 changed status, informing, by the 

57 second node, a local int erface of the 

17 
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58 

59 
60 
61 
62 
63 



changed status of its peer in terface 
of the first node, and 
3) if the first set of at l east two 
different interfaces is det ermined to 
be different from the sec ond set of 
at least two differe nt interfaces, 
54 then 

(a) for any interface in the 
first set but not in the second 
set, informing, by th e second 
node, a local interface of the 
status indicated in the 
aggregated message of its peer 
interface of the first n ode, and 

(b) for any interface in the 
second set but not in the first 
set, informing, by th e second 
node, a local interface that the 
status of its peer int erface of 
the first node is down. 



65 
66 
67 
68 
69 
70 
71 
72 
73 
74 
75 
76 
77 



1 Claim 47 (currently amended) : The system of claim 46 

2 wherein the aggregated message further includes a dead 

3 interval, and wherein the act of updating first node 

4 forwarding liveness status information further includes 

5 [[if]] - setting a timer to the dead interval; 

6 [[iif]] - starting the timer; 

7 t [jjj) ] ] - determining whether or not a further 

8 message including forwarding liveness status 

9 information is received from the first node 
before the expiration of the timer; and 



10 



18 
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11 
12 
13 
14 
15 

16 
17 



[[ iii) ]] - informing the second node that the 
at least two different interfaces of the first 
node are down if it is determined that a 
further message including forwarding liveness 
status information is not received from the 
first node by the second node before the 
expiration of the timer. 



1 Claim 48 (previously presented): The system of claim 46 

2 wherein the status information includes a forwarding 

3 liveness state selected from a group of forwarding 

4 liveness states consisting of (A) interface up, (B) 

5 interface down, (CJ interface monitor not reporting, and 

6 (D) forwarding engine restarting. 

1 Claim 49 (previously presented): The system of claim 46 

2 wherein the forwarding liveness status information 

3 further includes at least one of (i) the integrity and 

4 correct operation of switch fabric, (ii) the integrity 

5 and correct operation of a forwarding lookup engine, 

6 (iii) the integrity and correct operation of a traffic 

7 scheduler, (iv) the integrity and correct operation of a 

8 traffic classifier, (v) the integrity and correct 

9 operation of buffers in the data plane, (vi) the 

10 integrity and correct operation of packet segmentation 

11 modules, (vii) the integrity and correct operation of 

12 packet reassembly modules, (viii) the integrity and 

13 correct operation of packet re-sequencing modules, (ix) 

14 whether or not a node is restarting, (x) whether or not 

15 the forwarding plane is congested, or <xi) the integrity 

16 and correct operation of fragmentation modules. 
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1 Claim 50 (original) : The system of claim 46 wherein the 

2 forwarding liveness status information includes at least 

3 one of (i) bit error rate at a link interface, and (ii) 

4 clock synchronization at a link interface. 

1 Claim 51 (currently amended) : The computer-implemented 

2 method of claim [ [i] ] 18 wherein the forwarding liveness 

3 status information of at least one of the at least two 

4 different interfaces included in the aggregated message 

5 includes a forwarding liveness state set to interface 

6 monitor not reporting. 

1 Claim 52 (currently amended) : The computer-implemented 

2 method of claim [ W ] ii wherein the forwarding liveness 

3 status information of at least one of the at least two 

4 different interfaces included in the aggregated message 
includes a forwarding liveness state set to forwarding 



5 



6 engine restarting. 

1 Claim 53 (previously presented) : The 

2 computer-implemented method of claim 11 wherein the 

3 forwarding liveness status information of at least one of 

4 the at least two different interfaces included in the 

5 first set of at least two different interfaces included 

6 within the aggregated message includes a forwarding 

7 liveness state set to interface monitor not reporting. 

1 Claim 54 (previously presented) : The 

2 computer-implemented method of claim 11 wherein the 

3 forwarding liveness status information of at least one of 

4 the at least two different interfaces included in the 

5 first set of at least two different interfaces included 
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6 within the aggregated message includes a forwarding 

7 liveness state set to forwarding engine restarting. 
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